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Audit Committee and Commissioners
Texas Department of Licensing and
Regulation Austin, Texas

We performed follow-up procedures to determine the implementation status of the findings and
recommendations that had not been fully implemented for the prior year internal audit reports of
the Texas Department of Licensing and Regulation (TDLR) as of and for the 8-month period
ending April 30, 2017.

The results and implementation status of our follow-up procedures performed are reported in
the accompanying report.

We have discussed the implementation status of the findings and recommendations with
various TDLR personnel and we will be pleased to discuss them in further detail; to perform
an additional study of these matters; or, to assist you in implementing the recommendations.
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INTRODUCTION

In 1989, the Legislature established The Texas Department of Licensing and Regulation (TDLR), with
the purpose of licensing and regulating businesses, industries, individuals, and occupations. TDLR
accomplishes its purpose by developing clear and simple standards, providing guidance, ensuring
compliance, and limiting the regulatory burden on individuals and businesses.

Texas Occupations Code (TOC) Chapter 51 establishes TDLR and its responsibilities; and, Title 16,
Part 4, of the Texas Administrative Code provides the applicable rules and regulations for the
administration of TDLR and its programs.

The Texas Commission of Licensing and Regulation (Commission) is the governing board and policy-

making body of TDLR. The 7 public members of the Commission are appointed to staggered 6-year

terms by the Governor with the advice and consent of the Senate. The role of the Commission is to:
e select and supervise the executive director;

set policy for the agency;

approve TDLR’s strategic plan, operating budget, and requests for funding;

set fees to cover program costs;

adopt and repeal rules; and,

impose fines and sanctions for violations of laws, rules, and orders.

To give the Commission real-world insight into the occupations regulated by TDLR, 26 Advisory
Boards provide technical knowledge and industry expertise. Commission members serve as liaisons
between the Commission and each Advisory Board to gain a better understanding of these industries.
Advisory Boards meet as necessary to study, review, and make recommendations to the Commission
on:

rules and technical standards;

examination development;

continuing education requirements; and,

other trends affecting their regulated industries.
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2017 Internal Audit Plan

Following are the internal audits and other functions to be performed, as identified in TDLR’s approved
2017 Internal Audit Plan; dated April 6, 2017.

e Combative Sports Program
Performance Measures Reporting

e Other Programs (Polygraph Examiners; Temporary Common Worker Employers; Vehicle
Protection Product Warrantors; and, Weather Modification)*

e Follow-up of Prior Year Internal Audits

e Other Tasks

This report contains the results of the follow-up procedures performed for the prior year internal audit
reports. The reports for the remaining internal audits and other functions to be performed will be
issued upon completion.

! Subsequent to the approval of the 2017 Internal Audit Plan, the 85t Legislature passed Senate Bill (SB) 2065,
which the governor signed into law on June 15, 2017. Article 1 of SB 2065 deregulates the Vehicle Protection
Product Warrantors Program and, Article 7 deregulates the Temporary Common Worker Employers Program.
As such, effective September 1, 2017, TDLR no longer regulates either of these industries. Upon consultation
with TDLR’s Audit Committee Chair, it was decided that only the 2 programs (Polygraph Examiners and Weather
Modification) that continue to be regulated by TDLR will be audited as “Other Programs.”
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INTERNAL AUDIT OBJECTIVES

In accordance with the International Standards for the Professional Practice of Internal Auditing,
the audit scope encompassed the examination and evaluation of the adequacy and effectiveness of
the audit area’s system of internal control and the quality of performance in carrying out assigned
responsibilities. The audit scope includes the following objectives:

Reliability and Integrity of Financial and Operational Information — Review the reliability
and integrity of financial and operating information and the means used to identify, measure,
classify, and report such information.

Compliance with Policies, Procedures, Laws, Regulations, and Contracts — Review the
systems established to ensure compliance with those policies, procedures, laws, regulations,
and contracts that could have a significant impact on operations and reports, and determine
whether the organization is in compliance.

Safeguarding of Assets — Review the means of safeguarding assets and, as appropriate,
verify the existence of such assets.

Effectiveness and Efficiency of Operations and Programs — Appraise the effectiveness
and efficiency with which resources are employed.

Achievement of the Organization’s Strategic Objectives — Review operations or programs
to ascertain whether results are consistent with established objectives and goals and whether
the operations or programs are being carried out as planned.
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Follow-Up on Prior Year Internal Audits

Report
No.

Report
Date

Name of
Report

Observations/
Findings and Recommendations

Current Status
(Fully
Implemented,
Substantially
Implemented,
Incomplete/
Ongoing, Not
Implemented)
with brief

description if not

yet fully
implemented

Fiscal
Impact/Other
Impact

71712017

2017
Follow-
Up

1.

2.

FOLLOW-UP OF PRIOR YEAR AUDITS

Following is the status of the recommendations made in fiscal year
2016 that had not been fully implemented.

Tow Trucks, Booting, & VSF Program

Dual License Fee Procedures

TDLR should revise their procedures to reflect the correct fees
and current practice.

Inspection Corrective Action Verification

TDLR should follow up with licensees who do not provide
written verification of completion of the corrective actionwithin
10 days from receiving the inspection letter. TDLR should also
report the violations to the Enforcement Division, as
considered necessary, to take necessary action for the
licensee’s lack of compliance.

2017 Follow-up

Our testing of 10 periodic inspections performed during the
period from 9/1/2016 to 4/30/2017 disclosed 7 instances
where completion of the corrective action had not been
certified as of June 30, 2017.

TDLR indicated it is in the process of implementing a new
inspection process to ensure licensees acknowledge their
responsibilities of taking and reporting the required corrective
actions in a timely manner; and, has also submitted a request
to the IT department to develop a system-generated report to
monitor delinquency.

TDLR Response

Information resources were and remain limited in the agency.
This item remains a priority and will be addressed as the
resources become available. In the interim, the agency will
continue to address the item through the integration of the data
in the inspection process.

3. Periodic Inspections

TDLR should implement procedures to ensure compliance
with the TAC requirements that require each towing, booting,
and VSF company to be inspected at least once every 2 years.

Fully
Implemented

Incomplete/
Ongoing

Incomplete/
Ongoing

To ensure the
accuracy of
TDLR’s
policies and
procedures.

To ensure
compliance
with the TAC.

To ensure
compliance
with the TAC.




TEXAS DEPARTMENT OF LICENSING AND REGULATION
Internal Audit Follow-Up Report
Fiscal Year 2017

Report
No.

Report
Date

Name of
Report

Observations/
Findings and Recommendations

Current Status
(Fully
Implemented,
Substantially
Implemented,
Incomplete/
Ongoing, Not
Implemented)
with brief
description if not
yet fully
implemented

Fiscal
Impact/Other
Impact

7/7/2017

2017
Follow-
Up

2017 Follow-up

Our testing of 10 periodic inspections performed during the
period from 9/1/2016 to 4/30/2017 disclosed 5 instances
where the inspection was conducted 25 to 727 days after the
required 2-year period; and, in 3 other instances, an inspection
had never been conducted, prior to FY 2017, although these
entities had been licensed for more than 2 years.

TDLR Response

Progress is being made on the reduction of the Towing/VSF
inspection backlog due to enhancements that include a route
optimization program to efficiently manage the workload and
reduce the age of overdue inspections, tow truck round-ups
and detailed analysis.

The agency has begun an “Attempted Inspection” Process,
where our inspectors make three attempts to contact a
licensee to perform the required facility inspection. If an
inspector cannot get a response from the licensee, the
inspector sends a violation report to Enforcement for failure to
cooperate. This ensures that action is taken in a timely
manner, reduces the number of trips to one location, and
keeps the facility from having an “uninspected” status.

The agency is also exploring statutory possibilities to address
any inspection backlog that exists.

Risk-based Inspections

TDLR should reassess the need for risk-based inspections
and either propose removal of the requirement from the TAC;
or, implement policies and procedures and begin performing
risk-based inspections.

2017 Follow-up

SB 1501, 85(R) which becomes effective 9/1/2017, removes
the requirement of the risk-based inspection from the
Occupations Code for Towing, Booting, and VSF companies.
TDLR has drafted the proposed rule changes, which are
scheduled to be presented to the Advisory Board in
September 2017.

VSF Licensing Requirement

TDLR should either propose removal of certain TAC
requirements (fence, signage, and lighting items) for the VSF
application process since it is verified as part of the inspection
process, or require this information as part of the application
process to comply with the TAC requirements.

Substantially
Implemented

Substantially
Implemented

To ensure
compliance
with the TAC.

To ensure
applicant has
met all the
requirements
to be eligible
for license.
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Current Status
(Fully
Implemented,
Substantially
Implemented,

Incomplete/
Ongoing, Not
Implemented)
with brief
description if not Fiscal
Report Report Name of Observations/ yet fully Impact/Other
No. Date Report Findings and Recommendations implemented Impact
3 71712017 2017 6. Tow Truck & VSF Inspection Checklists Fully To ensure
Follow- Implemented correct rules
Up TDLR should review and revise the inspection checklists, as are referenced

considered necessary, to reference the proper rule and to
ensure accuracy and avoid misunderstandings by those
performing the inspections.

Water Well Drillers & Pump Installers Program

1.

Injurious Well Report Notification

TDLR should assess their current practice to determine if it
addresses the notification required by TAC §76.62.

2017 Follow-up

TDLR has drafted the proposed rule changes, which are
scheduled to be presented to the Advisory Council in October
2017.

Processing Variance Applications

TDLR should consider eliminating the informal variance
approval practice since the driller/installer will drill/install a well
that does not meet the TOC or TAC technical requirements;
and, without a formally approved variance application, they are
considered noncompliant.

Water Well Drillers Account & Administrative Costs

The Financial Services Division should continue to follow-up
on the outcome of their proposal to remove the TOC
8§1901.053 requirement of depositing money to the credit of
the water well drillers account.

2017 Follow-up

TDLR considers statutory change unnecessary, as funds are
already deposited to the general revenue fund instead of the
nonexistent water well drillers account.

TDLR Response

Section 1901.053, Occupations Code, directs TDLR to deposit
funds into the water well drillers account, which would then be
deposited into the general revenue fund. The water well drillers
account no longer exists and those funds received by the
agency go into the general fund by statute. If funds are directed
to be deposited into a fund that does not exist, they are
automatically deposited into the general fund.

Substantially
Implemented

Fully
Implemented

Not Implemented

in inspection
checklists.

To ensure
compliance
with TAC
§76.62.

To ensure
variance
applications
are formally
approved prior
to wells being
drilled/
installed.

To ensure
compliance
with TOC
§1901.053.
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Current Status
(Fully
Implemented,
Substantially
Implemented,

Incomplete/
Ongoing, Not
Implemented)
with brief
description if not Fiscal
Report Report Name of Observations/ yet fully Impact/Other
No. Date Report Findings and Recommendations implemented Impact
3 717/2017 2017 4. Procedures Manual Fully To ensure the
Follow- Implemented procedures
Up TDLR should review its current procedures manual and revise manual is
it for the inclusion of the items below and any other items not complete and
included, and/or the deletion of any outdated information reflects the
identified. Program’s
current
e  Processing of regular and expedited variance practices.
applications.
e  Tracking the status of an abandoned well to ensure
corrective action is taken within 180 days of
notification to the landowner/person.
5. TCEQ Reporting Substantially To ensure

TDLR should review data included in the TCEQ report prior to
it being submitted to ensure complete and accurate reporting
to TCEQ.

2017 Follow-up

TDLR did not document evidence of a review nor retain
supporting documentation for the calendar year 2016 TCEQ
report. TDLR subsequently established procedures to ensure
evidence of a review is documented and supporting
documentation is retained.

Information Systems — Security & Disaster Recovery

1.

Written Policies and Procedures

TDLR should—

e  Continue with their efforts in rewriting and finalizing the
information security P&P; and, making them accessible to
all employees.

e Periodically review the P&P and
considered necessary.

revise them as

Risk Assessment

TDLR should continue with the assessment of information
security risks within the various areas to ensure adequate
security measures are in place and security risk acceptance,
transference, or mitigation decisions are properly approved,
based on the level of residual risk (i.e. ISO if low or moderate
residual risk and agency head if high residual risk).

2017 Follow-up
TDLR completed a risk assessment of 3 major applications
during fiscal year 2017.

Implemented

Fully

Implemented

Incomplete/
Ongoing

data reported
to the TCEQ is
properly
supported.

To ensure
policies and
procedures
are
documented
and
consistently
applied

To ensure risk
assessment of
information
systems is
performed,
documented,
and approved.
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Current Status
(Fully
Implemented,
Substantially
Implemented,

Incomplete/
Ongoing, Not
Implemented)
with brief
description if not Fiscal
Report Report Name of Observations/ yet fully Impact/Other
No. Date Report Findings and Recommendations implemented Impact
3 717/2017 2017 TDLR Response
Follow- The agency performs risk assessments on all applications.
Up These assessments are ongoing. The challenge of continual
incorporation of new programs and systems into the agency
will be addressed on an ongoing basis, including, but not
limited to, working with the Department of Information
Resources and the possibility of assistance from outside
contractors.
Continuation of Operation Plan and Disaster Recovery Plan Incomplete/ To ensure
Ongoing TDLR is able
TDLR should take measures to ensure compliance with the to continue
required contingency planning and disaster recovery and/or resume
requirements. essential
functions at
2017 Follow-up the time of
TDLR worked with the State Office of Risk Management and disruption.
drafted a Continuity Plan, which is currently in the review and
approval process by TDLR’s executive management. TDLR
also conducted a table-top exercise during fiscal year 2017.
TDLR Response
The Continuity of Operations Plan should be completed and
submitted to the State Office of Risk Management by October
2017.
Independent Review of Information Security Program Not Implemented To ensure
independent
TDLR should establish a biennial independent review of its review
information security program to ensure compliance with the enhances the
state requirements. effectiveness
of information
2017 Follow-up security
TDLR’s funding request for an independent review has been program.

denied by the legislature, and TDLR has not received guidance
from the Department of Information Resources (DIR) regarding
a DIR-sponsored assessment similar to the one conducted by
Gartner several years ago.

TDLR Response
The agency has begun drafting a proposal for an audit of
selected segments of the information security program based
on risk. The ability to contract for these audits will depend on
available funding.
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Current Status
(Fully
Implemented,
Substantially
Implemented,

Incomplete/
Ongoing, Not
Implemented)
with brief
description if not Fiscal
Report Report Name of Observations/ yet fully Impact/Other
No. Date Report Findings and Recommendations implemented Impact
3 717/2017 2017 Legacy Systems Incomplete/ To ensure
Follow- Ongoing risks posed by
Up TDLR should periodically evaluate the information systems legacy system
infrastructure to minimize any security risks associated with components
maintaining legacy systems, and to ensure decisions made in are
previous years past continue to be valid and benefits of its adequately
infrastructure outweigh the cost. mitigated.
2017 Follow-up
TDLR expects full conversion of legacy systems by early
calendar year 2018.
TDLR Response
The conversion from Windows 2003 is complete, leaving only
the migration of all information off HP3000 to be completed. It
will be completed in early 2018.
Monthly Incident Reporting Incomplete/ To ensure
Ongoing information
TDLR should establish controls to ensure monthly incident security
reports are timely submitted and that the cause for the incidents are
significant decrease in the number of “Additional Malware consistently
Cleaned by Automation” be identified to ensure necessary tracked,
action is taken and threats are not overlooked. documented
and reported.
2017 Follow-up
Our testing of 3 monthly incident reports during the period from
9/1/2016 to 4/30/2017 disclosed one instance where the
incident report was submitted 6 calendar days after the due
date. In addition, in all 3 instances, the number of incidents
reported to the DIR did not agree to the number reflected in the
internal (SEIMS) report, which is the source for reporting to the
DIR.
TDLR Response
The agency has improved our process to ensure timely and
accurate reporting of security incidents and metrics to the
Department of Information Resources through the
enhancement of the internal monthly reporting process.
Unencrypted USB Flash Drives Fully To ensure

TDLR should develop a written policy that requires all
removable media used by employees to be encrypted and
ensure all employees are made aware of the policy. TDLR
should also request that employees provide the IT personnel
with any unencrypted flash drives.

Implemented
(Policy & training)

Incomplete/
Ongoing
(Software
implementation)

encryption is
consistently
used to
safeguard
information.
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Current Status
(Fully
Implemented,
Substantially
Implemented,

Incomplete/
Ongoing, Not
Implemented)
with brief
description if not Fiscal
Report Report Name of Observations/ yet fully Impact/Other
No. Date Report Findings and Recommendations implemented Impact
3 717/2017 2017 2017 Follow-up
Follow- TDLR addressed handling of portable devices in an annual
Up employee security training during fiscal year 2017, and plans
to implement the Endpoint Protection Manager software to
manage devices not registered with the agency.
TDLR Response
The Endpoint Protection Manager software, which enables the
agency to control the data which is removed and added to
agency servers, was implemented October 1, 2017.
System Use Notification/Logon Banner Fully To ensure
Implemented system use
TDLR should evaluate the adequacy of its current system use notification
notification and revise it, as considered necessary, to ensure provides
TDLR is protected in the event of violations. appropriate
privacy and
security
notices.
Physical Access to Information Systems
Fully To ensure
TDLR should strengthen their controls over physical security | Implemented adequate
to ensure access to information systems is not compromised. controls
against
unauthorized
physical
access to
information

resources are
consistently
applied.
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Current Status
(Fully
Implemented,
Substantially
Implemented,

Incomplete/
Ongoing, Not
Implemented)
with brief
description if not Fiscal
Report Report Name of Observations/ yet fully Impact/Other
No. Date Report Findings and Recommendations implemented Impact
3 71712017 2017 Following is the status of the recommendations made in fiscal year
Follow- 2015 that had not been fully implemented.
Up
Elevator, Escalator, and Related Equipment (ELE) Program
1. Contractor Insurance Verification Incomplete/ To ensure
Ongoing compliance
TDLR should verify all insurance requirements of TAC §74.40 with TAC
before approving issuance and/or renewal of a contractor §74.40.
license.
2017 Follow-up
TDLR conducted an internal training with the Texas
Department of Insurance on May 23, 2017, and is in the
process of revising procedures.
TDLR Response
Licensing procedures have been revised and now include the
process of verifying insurance requirements for contractor
applications.
2. Certificate of Compliance Format Substantially To ensure
Implemented compliance
TDLR should either change the certificate of compliance with TAC

format for inclusion of the inspector's name as required by
TAC §74.60(a)(4), or revise the rule to eliminate the
requirement.

2017 Follow-up

TDLR has drafted the proposed rule changes, which are
scheduled to be presented to the Advisory Board in September
2017.

Following is the status of the recommendations made in fiscal year
2014 that had not been fully implemented.

Licensed Breeders Program

1.

Investigations

TDLR’s Enforcement Division should monitor the investigation
process and prioritize cases that have been pending for a long
period of time to ensure licensees implement the proper course
of action in a timely manner.

Fully
Implemented

§74.60(a)(4).

To ensure
licensees
implement the
proper course
of actionin a
timely manner.
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Current Status
(Fully
Implemented,
Substantially
Implemented,

Incomplete/
Ongoing, Not
Implemented)
with brief
description if not Fiscal
Report Report Name of Observations/ yet fully Impact/Other
No. Date Report Findings and Recommendations implemented Impact
3 71712017 2017 2.  Periodic Inspections Incomplete/ To ensure
Follow- Ongoing inspections
Up Controls in place should be improved to ensure periodic are performed

inspections are performed as required by TAC §91.52.

2017 Follow-up

Our testing of 5 periodic inspections performed during the
period from 9/1/2016 to 4/30/2017, disclosed 2 instances
where the periodic inspection was performed 122 days and
346 days after the required 18-month timeframe.

TDLR Response

The agency continues to address the issue of inspection
backlog through a variety of methods. An example of this is
the breeder inspection backlog that has been addressed and
reduced accordingly. The ongoing challenge for the agency as
it relates to inspection backlog is the ongoing addition of new
programs to the agency that may arrive to TDLR with a backlog
in place. The inclusion of the MOBI route optimization system,
Canvas mobile inspection app, Tow Round-Ups, special
backlog projects, and the Attempted Inspection Process will
continue to assist the agency in inspection timelines.

Industrialized Housing and Buildings (IHB) Program

1.

Policies and Procedures

The IHB Program Compliance Division should develop written
policies and procedures to ensure it is administered in a
uniform manner, as intended by management.

2017 Follow-up

We obtained and reviewed written policies and procedures
updated in March 2017. Of the remaining 2 areas that had not
been documented during the FY 2016 follow-up, monitoring
third-party inspection agencies and inspectors has been added
to the revised written policies and procedures. Procedures for
monitoring of Design Review Agencies (DRA) have not been
documented.

Third Party Monitoring Inspections

TDLR should perform monitoring of third party inspection
agencies/inspectors and report results, as considered
necessary, to the Texas Industrialized Building Code Council,
to comply with TAC §70.61.

2017 Follow-up

TDLR conducted only one third-party inspection during the
period from 9/1/2016 to 4/30/2017 due to resource constraints,
but plans to conduct more in the future.

Substantially
Implemented

Incomplete/
Ongoing

as required by
TAC §91.52.

To ensure
policies and
procedures
are
documented
and applied
uniformly for
all processes
performed by
the IHB
Program.

To ensure
compliance
with state
laws.
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Current Status

(Fully
Implemented,
Substantially
Implemented,

Incomplete/
Ongoing, Not
Implemented)
with brief
description if not Fiscal
Report Report Name of Observations/ yet fully Impact/Other
No. Date Report Findings and Recommendations implemented Impact
3 717/2017 2017 TDLR Response
Follow- The Industrialized Housing and Buildings Program staff are
Up working on the establishment of a baseline goal of inspections
per quarter. This goal will be based on the number of third-
party inspectors contracting with the agency, and as such may
periodically fluctuate.
Records Retention
1. Expiration of Retention Period — Imaging System Incomplete/ To comply
Ongoing with the
TDLR should perform a review of the records contained in the retention
Imaging System and proceed with the permanent disposal of period
eligible records, to comply with the retention period, as reflected in the
reflected in its approved Records Retention Schedule. Records
Retention
2017 Follow-up Schedule.
TDLR indicated that adding purging functionality to the Imaging
System remains on hold due to resource constraints.
TDLR Response
The agency has performed an initial purge of these items in
compliance with the agency retention schedule:
- Purchase of Refrigerant Registrants, Career Counselors,
Personal Employment Services, and Talent Agencies;
- Boiler certificates;
- Cosmetology certificates;
- AC Contractor, Elevator Contractor, Legal Services
Contractors certificates;
- TULIP certificates for all programs (Elevator or Boiler in
progress).
The agency will continue to perform periodic purges of data as
required by the records retention schedule.
2. Written Policies & Procedures Fully To formally
Implemented document
TDLR should establish written policies and procedures to TDLR’s
document its archival and disposal practices for records stored practices for
at TSLAC’s Records Center to provide uniform guidance for all the archival
personnel who are involved in these processes. and disposal
of records at
TSLAC’s
Records
Center.
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Current Status
(Fully
Implemented,
Substantially
Implemented,

Incomplete/
Ongoing, Not
Implemented)
with brief
description if not Fiscal
Report Report Name of Observations/ yet fully Impact/Other
No. Date Report Findings and Recommendations implemented Impact
3 71712017 2017 Following is the status of the recommendations made in fiscal year
Follow- 2013 that had not been fully implemented.
Up
Enforcement Administration, Fines and Penalties
1. Investigation Process Substantially Efficiency and

Following is the status of the recommendation made prior to fiscal
year 2013, by a predecessor auditor.

Boilers

1.

TDLR should monitor the investigation process to include a
review of all cases that reach the quarterly anniversary with no
activity. For cases that become aged (over 90 days), a
procedure to prioritize cases should be established.

2017 Follow-up

Although the Enforcement Division has implemented various
processes to reduce the age of investigation cases, our testing
of 10 cases that were open for over 200 days, indicated that in
1 instance, investigations had no activity for 141 days.

Boilers — Timely Inspections

A predecessor auditor recommended that TDLR ensure all
boilers are inspected in a timely manner as required by the
Texas Administrative Code and Texas Health and Safety Code,
and that it collect revenue from uninspected boilers.

2017 Follow-up

According to the “% of Inspections Completed within Time
Frame” report for the period from 9/1/2016 to 4/30/2017, the
percentage of timely inspections was 74.35%, which exceeds
TDLR’s performance goal of 70% (favorable). Since the
percentage of timely inspections exceed the goal set by TDLR
and was approved by the Legislative Budget Board (LBB), we
will consider this finding fully implemented.

Implemented

Fully
Implemented

effectiveness of
license
enforcement.
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